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Cyber-Physical Systems (CPSs)

e Distributed controllers that interact with (physical) environments
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e Distributed controllers that interact with (physical) environments
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Cyber-Physical Systems (CPSs)

e Distributed controllers that interact with (physical) environments
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Formal Methods 4+ Model-Based Development with AADL

e General models for many deployment scenarios
e Efficient formal analysis of such general models

e Safe deployment of the analyzed models



Many CPSs are Virtually Synchronous CPSs

e Synchronous behavior & distributed realization: avionics, automotive, ...
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e Have be correct in many distributed settings

e time synchronization (IEEE 1588, etc.), bounded network delays, ...
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Designing and Verifying Virtually Synchronous CPSs

e Hard to design: network delays, execution times, clock skews, race conditions, ...

Round 2 Round 3 Round 4
Component A \/ \ f / \ /
Component B | } f
Round 2 Round 3 Round 4

e Hard to verify

e (discrete) state space explosion due to asynchrony (4 continuous dynamics)

e Hard to deploy correctly

e small changes can cause bugs if only verified for specific deployment scenario



Example: Which Cabinet is Active?
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Long-Term Goal

Goal
Enable automated formal analysis for domain-specific modeling of virtually
synchronous CPSs

e An easy-to-use modeling language for CPS developers
e A tool integrated with mature modeling environments

e A technique to reduce the design and verification complexity



Our Approach

1. Model synchronous design SD in the HybridSynchAADL modeling language
2. Verify SD using the HybridSynchAADL OSATE plugin

3. Obtain the corresponding asynchronous model using the Hybrid PALS synchronizer



Modeling Language



Language Design

e Goal

e to abstractly capture many deployment scenarios
e to model advanced control programs and continuous behaviors in AADL

e Design choice

e use subset of AADL
e leverage existing AADL constructs as much as possible



The HybridSynchAADL Modeling Language (1)

e Model synchronous designs with continuous dynamics

e distributed controllers, continuous environments, sampling/actuation times, ...
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The HybridSynchAADL Modeling Language (1)

e Model synchronous designs with continuous dynamics

e distributed controllers, continuous environments, sampling/actuation times, ...

e Distributed controllers

e in a subset of AADL: constructs have the same meaning as in AADL

e Continuous environments

e continuous dynamics specified using continuous real functions or ODEs
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The HybridSynchAADL Modeling Language (2)

e Extended with new AADL property set Hybrid SynchAADL

property set Hybrid_SynchAADL is
Synchronous: inherit aadlboolean applies to (system);
isEnvironment: inherit aadlboolean applies to (system);
ContinuousDynamics: aadlstring applies to (system);
Max_Clock_Deviation: inherit Time applies to (system);
Sampling Time: inherit Time_Range applies to (system);
Response_Time: inherit Time_Range applies to (system);

end Hybrid_SynchAADL;

e Minimize new syntactic extensions for ease of use by existing AADL users

11



Formal Semantics




Formal Semantics of HybridSynchAADL

e Formal semantics of HybridSynchAADL in Maude and SMT

e Maude : a language and tool for specifying and analyzing distributed systems
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Formal Semantics of HybridSynchAADL

e Formal semantics of HybridSynchAADL in Maude and SMT

e Maude : a language and tool for specifying and analyzing distributed systems

e Discrete behaviors are specified in Maude

e thread behaviors, behavior annex programs, synchronous communication, ...

e Continuous behaviors are encoded in SMT

e continuous dynamics, sampling/actuation times, clock skews, . ..
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Formal Analysis of HybridSynchAADL

e Randomized simulation

e randomly “samples” clock skews, sampling/actuation times, initial values, ...
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Formal Analysis of HybridSynchAADL

e Randomized simulation

e randomly “samples” clock skews, sampling/actuation times, initial values, ...

e Symbolic reachability analysis

e all possible continuous behaviors are encoded in SMT

e Portfolio analysis

e execute randomized simulation and symbolic reachability analysis in parallel
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Experimental Evaluation

e Compare the performance of HybridSynchAADL's symbolic reachability analysis
e with hybrid automata reachability analysis tools: HyComp, SpaceEx, Flow*, dReach
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Experimental Evaluation

e Compare the performance of HybridSynchAADL's symbolic reachability analysis
e with hybrid automata reachability analysis tools: HyComp, SpaceEx, Flow*, dReach

e Analysis invariant properties of synchronous designs up to bounds

e two properties: InvT (which holds), and Inv (which does not hold)
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Experimental Evaluation

Invr Inv,
Model  Tool N=2 N=3 N=14 N=2 N=3 N=14
Time B Time B Time B Time B Time B Time B

HSADDL 2.0 5 39 5 58 5 2.4 3 42 3 5.9 3
< @ HyComp 0.8 5 405 1725 89 3 115 3 1926 3
5 éﬂ SpaceEx 8.0 5 2230.3 3 45 1 5.1 3 2676.6 3 T/0 - e 600 sxeais
% dReach 1382.7 3 107.1 1 T/0 - T/0 - T/0 - T/0 -
Flowx  3552.8 4 2725.5 2 1205.2 1 167.3 3 380.4 2 838.0 3 N: # components
HSAADL 3.0 5 735 795 155 4 2.5 2 5.2 2 B: # iterations
=@ HyComp 1335 413 5 1821 5 T/0 - 262 203 2 )
E'® spaceEx  91.9 2 28 1 1148 1 T/0 - T/0 - T/O - Invr: largest B for which
FZ  dReach 139.0 1 T/0 - T/0 - T/0 - T/0 - T/0 - tool could analyze
Flows  1464.7 2 8734 1 T/0 - T/0 - 453 1 2913 2
Inv | : smallest B where
< HSAADL 275 47 5 78 5 76 5 153 5  10.7 4 counterexamole found
Z HyComp 1.6 5 855 3795 265 1555 431 4 P
g SpaceEx 23 5 6964 3 34.5 1 22 5 T/0 - T/0 -
Z dReach 3416 3 5751  T/0 -  T/0 - T/0 -  T/O -
= Flows 31964 5 1240.7 2 9777 1 155 3 1718.1 4 T/0 -
. HSAADL 374 378 4 6.9 4 142 163 2 2.8 2
TZ SpaceEx 1147.6 3 811 1 T/0 - 152 2 T/0 - T/0 -
2 3 dReach 21562 3 274.3 1 T/0 - T/0 - T/0 - T/0 -
T Flows 23252 23011 T/0 - 222 254 2 26138 1 15
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Experimental Evaluation

Invr Inv,
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Experimental Evaluation

HybridSynchAADL is effective for analyzing models with both
complex control programs and continuous behaviors
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Complexity Reduction




Reducing Design/Verification Complexity Using Synchronizers

Formal design patterns (or synchronizers) for CPSs

1. Design and verify synchronous system SD

e abstract from communication, network delays, clock skews, execution times, . . .
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Reducing Design/Verification Complexity Using Synchronizers

Formal design patterns (or synchronizers) for CPSs

1. Design and verify synchronous system SD

e abstract from communication, network delays, clock skews, execution times, . . .

2. Obtain correct-by-construction distributed system A(SD,I)

e provided bounds I on network delay, execution time, and clock skew

e Examples: TTA, LTTA, PALS, HybridPALS, MSYNC, ...

16



Examples: Synch vs. Async

e Analyzed both synchronous and simplified asynchronous models in Maude
e no execution times, no clock skews, no message delays
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Examples: Synch vs. Async

e Analyzed both synchronous and simplified asynchronous models in Maude

e no execution times, no clock skews, no message delays

e Which Cabinet is Active?

e sync. model: 185 states
e async. model: 3,047,832 states
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Examples: Synch vs. Async

e Analyzed both synchronous and simplified asynchronous models in Maude
e no execution times, no clock skews, no message delays

e Which Cabinet is Active? { Environment ]
e sync. model: 185 states setfoes| | ersammnt | TR
e async. model: 3,047,832 states | .
Sidel | side1ActiveSide | Side2
e Turning an Airplane sdetactivesie
e sync. model: 364 states — —

e async. model: 420,288 states

The Airplane Turning Control System (60 ms)
goal|,
goaly, [—> Left wing subcontroller (15 ms) ]
L
Pilot console
a !
M troll &y
(600 ms) ain controfier z( Rudder subcontroller (20 ms) )
(60ms) ay
goalp
P Right wing subcontroller (15ms) ]
ag

17



Hybrid PALS

e PALS and TTA: abstract away time when an event takes place

e not possible in hybrid systems
e sensing/actuating time of continuous environment depends on local clocks
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Hybrid PALS

e PALS and TTA: abstract away time when an event takes place

e not possible in hybrid systems
e sensing/actuating time of continuous environment depends on local clocks

e Hybrid PALS: include time when sensing/actuating local environment

e abstract from asynchronous communication, network delays, execution times, ...
e symbolically encode all possible local clocks

18



Examples: Synch vs. Async

Synchronous Models Asynchronous Models
Model N B |[Sample| =1 |Sample| =2 |Sample| =3 |Sample| = 1 |[Sample| = 2 [Sample| = 3
Time #State Time #State Time #State Time #State Time #State Time #State
1 0.01 0.03  0.02 0.1 0.1 0.2 6.0 10.7 53.5 90.5 251.4  393.0
o ;? 2 2 001 0.05 0.2 0.6 1.2 4.1 9.7 19.4 73.1 135.2 317.5 5288
S éc 3 0.02 0.07 2.6 8.9 100.7  297.9 15.0 31.1 107.0  208.1 447.7  769.5
@
3 1 0.01 0.04 0.1 0.2 0.2 0.5 970.4  939.7 T/0 - T/0 -
g % 2 1 0.01 0.03  0.05 0.1 0.2 0.3 7,937.9 3,888.4 T/0 - T/0 -
E
S =
=& 3 1 002 0.05 0.1 0.3 0.5 0.9 T/0 - T/0 - T/0 -
= 9 1 0.01 0.02 0.03 0.1 0.1 0.1 145.1 188.2 1,557.6 1,500.6 15,348.1 6,339.2
° v_—:;o 2 0.02 0.04 0.1 0.2 0.6 8.6 826.3 1,121.8 10,200.0 5,495.6 T/0 -
g B 3 0.03 0.07 0.9 1.7 129 24.8 2,773.4 2,764.0 T/0 - T/0 -
T 3 1 o0l 0.03 0.1 0.1 0.2 0.3 T/0 - T/0 - T/0 -
g %\ 2 1 0.02 0.03 0.1 0.1 0.1 0.1 T/0 - T/0 - T/0 -
5%
= 3 1 003 0.04 0.1 0.2 0.4 0.4 T/0 - T/0 - T/0 -
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Tool and Case Study




The HybridSynchAADL Tool

HybridSynchAADL
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The HybridSynchAADL Tool

HybridSynchAADL
Model

The HybridSynchAADL Tool

( Requirement

| OSATE Result View '+

° plug-in

™ %(;Insti?int JUEEEEN Formal Analysis
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; Code 1 R(Ia_vc\;n?::ng PR Symbolic Reachability
5 » Generation | M % | Paininieioiinioioiinieiuiieiaisiuieioiy .
2 Moael . | Randomized Simulation |

e Provide an intuitive language to specify properties of models
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The HybridSynchAADL Tool

The HybridSynchAADL Tool

HybridSynchAADL Constraint e Formal Analysis
( Model ) | Checking CRewriting . | <o
: q Logic \_,| | Symbolic Reachability
Requirement -~ » Generation | Poluintieiotieioiioiuieliotsiniaiiotulei -
( a « Model | Randomized Simulation |

° plug-in

e Provide an intuitive language to specify properties of models

e Check if a given model is a valid HybridSynchAADL model

20



The HybridSynchAADL Tool

HybridSynchAADL | »(Constraint
Model Checking

The HybridSynchAADL Tool
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|
|
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Generation \
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| OSATE Result View i« f------1---oo oo T

plug-in

Provide an intuitive language to specify properties of models
Check if a given model is a valid HybridSynchAADL model

Use OSATE's code generation facilities to synthesize a Maude model
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The HybridSynchAADL Tool

HybridSynchAADL | »(Constraint
Model Checking

Requirement |~ »| Generation

P ———
|

|
|
. ,

The HybridSynchAADL Tool

e Formal Analysis
/"Rewriting ™, U aumbolic Reachability
. Logic ey 2 TZTTT T TTTT T

«.Model . | Randomized Simulation |

OSATE plug-in

Provide an intuitive language to specify properties of models
Check if a given model is a valid HybridSynchAADL model
Use OSATE's code generation facilities to synthesize a Maude model

Invoke Maude and Yices2 to perform formal analysis

20



Case Study: Collaborating Autonomous Drones

e Collaborate to achieve common goals (e.g., rendezvous, formation, ...)

21
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e Continuous dynamics of each drone

X=v (position x, velocity V)
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Case Study: Collaborating Autonomous Drones

e Collaborate to achieve common goals (e.g., rendezvous, formation, ...)

\\,.",.;, point S/ % /

e Continuous dynamics of each drone
X=v (position x, velocity V)

e Controller of each drone

e determines the velocity v according to the status of the other drones

21



Example: Rendezvous of Four Distributed Drones

e Each drone communicates with two other drones

FourDronesSystem

( Drone1 }—H—EDroneQ }—H—EDroneS }-H—EDrone4]
4 Y
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Example: Rendezvous of Four Distributed Drones

e Each drone communicates with two other drones

FourDronesSystem

( Drone1 }—H—EDroneZ }—H—EDroneS }-H—EDrone4]
4 Y

e A drone component consists of an environment and its controller

Drone

out

=1

Environment Controller
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Example: System Architecture in HybridSynchAADL (1)

e A top-level system component (a subset of AADL)
system implementation FourDronesSystem.impl
subcomponents
drones: system Drone::Drone.impl; dr2: system Drone::Drone.impl;
dr3: system Drone::Drone.impl; dr4: system Drone::Drone.impl;
connections
Cl: port dril.oX -> dr2.iX; C2: port dril.oY -> dr2.iY;
C3: port dr2.oX -> dr3.iX; C4: port dr2.oY -> dr3.iY;
C5: port dr3.oX -> dr4.iX; C6: port dr3.oY -> dr4.iY;
C7: port dr4.oX -> drl.iX; C8: port dr4.oY -> drl.iY;
properties

Timing => Delayed applies to C1, C2, C3, C4, C5, C6, C7, C8;
Period => 100ms;

Hybrid_SynchAADL: :Synchronous => true;

Hybrid_SynchAADL: :Max_Clock_Deviation => 10ms;

end FourDrones.impl;
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Example: System Architecture in HybridSynchAADL (1)

o A top-level system component (a subset of AADL)

system implementation FourDronesSystem.impl

subcomponents

drones: system Drone::Drone.impl; dr2: system Drone::Drone.impl; drone components
dr3: system Drone::Drone.impl; dr4: system Drone::Drone.impl;
connections
Cl: port dril.oX -> dr2.iX; C2: port dril.oY -> dr2.iY;
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C7: port dr4.oX -> drl.iX; C8: port dr4.oY -> drl.iY; .
network connections
properties
Timing => Delayed applies to C1, C2, C3, C4, C5, C6, C7, C8;

Period => 100ms;
Hybrid_SynchAADL: :Synchronous => true;
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Example: System Architecture in HybridSynchAADL (1)

e A top-level system component (a subset of AADL)
system implementation FourDronesSystem.impl
subcomponents
drones: system Drone::Drone.impl; dr2: system Drone::Drone.impl;
dr3: system Drone::Drone.impl; dr4: system Drone::Drone.impl;
connections
Cl: port dril.oX -> dr2.iX; C2: port dril.oY -> dr2.iY;
C3: port dr2.oX -> dr3.iX; C4: port dr2.oY -> dr3.iY;
C5: port dr3.oX -> dr4.iX; C6: port dr3.oY -> dr4.iY;
C7: port dr4.oX -> drl.iX; C8: port dr4.oY -> drl.iY;
properties

Timing => Delayed applies to C1, C2, C3, C4, C5, C6, C7, C8;

Period => 100ms;

Hybrid_SynchAADL: : Synch =t B . .
PR L e rue HybridSynchAADL annotations

Hybrid_SynchAADL: :Max_Clock_Deviation => 10ms;

end FourDrones.impl;
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Example: System Architecture in HybridSynchAADL (2)

e A drone component

(a subset of AADL)

system Drone

features

end Drone;

system implementation Drone.impl

subcomponents

connections
C1l: port ctl.oX -> oX; C2§
C4: port iY -> ctl.iY; C5:
C7: port env.cX -> ctl.cX; C8:
properties

Hybrid_SynchAADL: :Sampling_Time
Hybrid_SynchAADL: :Response_Time

end Drone.impl;

iX: in data port Base_Types::Float;
oX: out data port Base_Types::Float;

ctl: system DroneControl::DroneControl.impl;

env: system Environment::Environment.impl;

port ctl.oY -> oY; C3H
port ctl.vX -> env.vX; C6:

port env.cY -> ctl.cY;

=> 2ms .. 4ms;
=> 6ms .. 9ms;

iY: in data port Base_Types::Float;
oY: out data port Base_Types::Float;

port iX -> ctl.iX;
port ctl.vY -> env.vY;
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Example: System Architecture in HybridSynchAADL (2)

e A drone component

(a subset of AADL)

system Drone

features

end Drone;

iX: in data port Base_Types::Float;
oX: out data port Base_Types::Float;

iY: in data port Base_Types::Float;
oY: out data port Base_Types::Float;

system implementation Drone.impl

subcomponents

connections
C1l: port ctl.oX -> oX; C2:
C4: port iY -> ctl.iY; C5:
C7: port env.cX -> ctl.cX; C8:
properties

Hybrid_SynchAADL: :Sampling_Time
Hybrid_SynchAADL: :Response_Time

end Drone.impl;

ctl: system DroneControl::DroneControl.impl;

env: system Environment::Environment.impl;

port ctl.oY -> oY; C3:
port ctl.vX -> env.vX; C6:

port env.cY -> ctl.cY;

=> 2ms .. 4ms;
=> 6ms .. 9ms;

port iX -> ctl.iX;
port ctl.vY -> env.vY;
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Example: System Architecture in HybridSynchAADL (2)

e A drone component

(a subset of AADL)

system Drone

features

end Drone;

ystem implementation Drone.impl

iX: in data port Base_Types::Float;
oX: out data port Base_Types::Float;

iY: in data port Base_Types::Float;
oY: out data port Base_Types::Float;

subcomponents

ctl: system DroneControl::DroneControl.impl;

env: system Environment::Environment.impl;

Hybrid_SynchAADL: :Sampling_Time
Hybrid_SynchAADL: :Response_Time

end Drone.impl;

connections
C1l: port ctl.oX -> oX; C2: port ctl.oY -> oY; C3: port iX -> ctl.iX;
C4: port iY -> ctl.iY; C5: port ctl.vX -> env.vX; C6: port ctl.vY -> env.vY;
C7: port env.cX -> ctl.cX; C8: port env.cY -> ctl.cY;

properties

=> 2ms .. 4ms;
=> 6ms .. 9ms;

24



Example: System Architecture in HybridSynchAADL (2)

e A drone component (a subset of AADL)
system Drone
features
iX: in data port Base_Types::Float; iY: in data port Base_Types::Float;
oX: out data port Base_Types::Float; oY: out data port Base_Types::Float;
end Drone;

system implementation Drone.impl
subcomponents
ctl: system DroneControl::DroneControl.impl;

env: system Environment::Environment.impl;

connections
C1l: port ctl.oX -> oX; C2: port ctl.oY -> oY; C3: port iX -> ctl.iX;
C4: port iY -> ctl.iY; C5: port ctl.vX -> env.vX; C6: port ctl.vY -> env.vY;
C7: port env.cX -> ctl.cX; C8: port env.cY -> ctl.cY;
roperties
Hybrid_SynchAADL::Sampling_Time => 2ms .. 4ms; HybridSynchAADL annotations
Hybrid_SynchAADL: :Response_Time => €ms .. 9ms; for environment interactions

end Drone.impl;
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Example: Discrete Controller in HybridSynchAADL

e A thread component for a drone controller

(AADL's Behavior Annex)

thread implementation DroneControlThread.impl
subcomponents
cls: data Base_Types::Boolean;
annex behavior_specification {**
variables
nx: Base_Types::Float; ny: Base_Types::Float;
states
sl: initial complete state; s2, s3: state;
transitions
s1 -[on dispatch]-> s2;
s2 -[abs(cX - iX) < 0.1 and abs(cY - iY) < 0.1]-> s3 {
vX := 0; vY := 0;
s2 -[otherwise]-> s3 {
nx := -1 * (cX - iX); ny := -1 * (cY - iY);

cls := true };

};
s3 -[1-> s1 { oX := cX; oY := cY }; #*x*};
end DroneControlThread.impl;
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Example: Environment Component in HybridSynchAADL

e An environment component

system Environment

features
cX: out data port Base_Types::Float; cY: out data port Base_Types::Float;
vX: in data port Base_Types::Float; vY: in data port Base_Types::Float;
properties

Hybrid_SynchAADL::isEnvironment => true;
end Environment;

system implementation Environment.impl

subcomponents

x: data Base_Types::Float; velx: data Base_Types::Float;

y: data Base_Types::Float; vely: data Base_Types::Float;
connections

Cl: port x -> cX; C2: port y -> cV; C3: port vX -> velx; C4: port vY -> vely;
properties

Hybrid_SynchAADL: :ContinuousDynamics =>
"x(t) = 0.001 * velx * t + x(0);
y(t) = 0.001 * vely * t + y(0);";
end Environment.impl;
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Example: Environment Component in HybridSynchAADL

e An environment component

system Environment

features
cX: out data port Base_Types::Float; cY: out data port Base_Types::Float;
vX: in data port Base_Types::Float; vY: in data port Base_Types::Float;
properties
Hybrid_SynchAADL: : isEnvironment => true; HybridSynchAADL annotation

end Environment;

system implementation Environment.impl
subcomponents
x: data Base_Types::Float;
y: data Base_Types::Float;

velx: data Base_Types::Float;
vely: data Base_Types::Float;

connections
Cl: port x -> cX; C2: port y -> cV; C3: port vX -> velx; C4: port vY -> vely;
roperties
Hybrid_SynchAADL: :ContinuousDynamics => . q
HybridSynchAADL annotation

"x(t) = 0.001 * velx * t + x(0);
y(t) = 0.001 * vely * t + y(0);";

end knvironment.lmpl; 26

for continuous dynamics




Example: Specifying Properties in HybridSynchAADL

e Two properties of FourDronesSystem
e safety: drones do not collide
e rendezvous: all drones can eventually gather together

27



Properties in HybridS

e Two properties of FourDronesSystem
e safety: drones do not collide
e rendezvous: all drones can eventually gather together

invariant [safety]: ?7initial ==> not 7collision in time 500;

reachability [rendezvous]: ?initial ==> ?gather in time 500;
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Example: Specifying Properties in HybridSynchAADL

e Two properties of FourDronesSystem
e safety: drones do not collide
e rendezvous: all drones can eventually gather together

invariant [safety]: ?7initial ==> not 7collision in time 500;

reachability [rendezvous]: ?initial ==> ?gather in time 500;

e Propositions as AADL Boolean expressions, e.g.,

proposition [initiall
abs(drl.env.x - 1.1) < 0.01 and abs(drl.env.y - 1.5) < 0.01 and
abs(dr2.env.x + 1.5) < 0.01 and abs(dr2.env.y + 1.1) < 0.01 and
abs(dr3.env.x - 1.5) < 0.01 and abs(dr3.env.y - 1.1) < 0.01 and
abs(drd.env.x + 1.1) < 0.01 and abs(dr4.env.y + 1.5) < 0.01;
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The HybridSynchAADL Tool: Example

@ java File Edit Navigate Search Project Ru OSATE  Analyses HybridSynchAADL ~ Window  Help

[ ) o runti te2 - FourDr y [pack 1 Dr y aadl - OSATE2
g S HEIEVEREN? A Y80 8 U= AERR AR Rl e | Qg
oA ™ =
|£ FourDroneSystem.aadl & [ FourDror _FourDror ystem_impl.aadl_diagram &
= 4'4:> v H = system implementation FourDronesSystem.impl - q
« & FourDror ts FourDronesSystem.impl*
5 Plug-in G ’t b drl: system Drone::Drone.impl; dr1* iX oX dra*
E’“Rufg"n O[TFI;' Drone.impl; H
=, Referenced Prc dr3: Drone.impl; r— r—
> (=diagrams dr4: system Drone::Drone.impl; oY ~ dr2* oYl iy dr3* oX ix
connections
v E)E)af:kage C1: port drl.oX —> dr2.iX; H H H
> [Zinstances C2: port dr2.oX —> dr3.iX;
> = Drone.aadl C3: port dr3.oX —> dr4.iX; I I I
> 2 DroneContrc C4: port drd.oX —> drl.iX; oX| X oX iX oY iy
> 2 Envi t C5: port drl.oY —> dr2.iY; I 1L 1l
= Environmen C6: port dr2.oY —> dr3.iY; L T L
> |5/ FourDroneS) C7: port dr3.oY —> dr4.iY; iy oy
v [=propertysets C8: port dr4.oY —> drl.iY; "
> . properties T
’ - Dron?Spec. Hybrid_SynchAADL: :Synchronous => true; ——/
>[5 HybridSynct Period => 100ms;
> [Zrequirement Hybrid_SynchAADL: :Max_Clock_Deviation => 1@ms;
Timing => Delayed applies to C1, C2, €3, C4, C5, C6
@ HybridSynchAADL Result &% |
PSPC File Property Id Result Method CPUTime RunningTime Location
Writable Insert 10:38:181
|- -
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The HybridSynchAADL Tool: Example

@ java File Edit Navigate Search Project Ru OSATE  Analyses HybridSynchAADL ~ Window  Help

(] [ ) runti te2 - FourDr y [pack /! Dr y aadl - OSATE2
= SEEDxIEEEN? A ¥ia0 ! Qi 58 Gl ool 4 Q im
fax ™ = 0O —
|Z FourDroneSystem.aadl & [ FourDror _FourDror Yy n_impl.aadl_diagram £
B Qd:> v H = system implementation FourDronesSystem.impl - q
v & FourDror ts FourDronesSystem.impl*
5 Plug-in G ’t b drl: system Drone::Drone.impl; dr1* iX oX dra*
E’“Rufg"n O[TFI;' Drone.impl; H
=), Referenced Prc| dr3: Drone.impl; r— r—
> [=diagrams con:;:;i:x:tem Drone::Drone.impl; oY ~ dr2* oYl % dr3* oX ix
v E)pa(I:kage C1: port drl.oX —> dr2.iX; H H H
> [Zinstances C2: port dr2.0X —> dr3.iX;
> = Drone.aadl C3: port dr3.oX —> dr4.iX; I I I
> 2 DroneContre C4: port drd.oX —> drl.iX; oX| X oX iX oY iy
> 2 Envi 1 C5: port drl.oY —> dr2.iY; 1l ] 1l
= Environmen C6: port dr2.oY —> dr3.iY; L T L
> [Z FourDroneS) C7: port dr3.oY —> dr4.iY; i oY
v (= propertysets C8: port drd4.oY —> drl.iY; 1
4 properties T
’ = Dron?Spec. Hybrid_SynchAADL::Synchronous => true; \——/
> |5/ HybridSyncH Period => 100ms;
> [Zrequirement Hybrid_SynchAADL: :Max_Clock_Deviation => 1@ms;
Timing => Delayed applies to C1, C2, €3, C4, C5, C6
@ HybridSynchAADL Result 5% |
PSPC File Property Id Result Method CPUTime RunningTime Location
Writable Insert 10:38:181
|- “
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The HybridSynchAADL Tool: Example

@ java File Edit Navigate Search Project Ru OSATE  Analyses HybridSynchAADL ~ Window  Help

(] [ ) runti te2 - FourDr y [pack /! Dr y aadl - OSATE2
= SEEDxIEEEN? A ¥ia0 ! Qi 58 Gl ool 4 Q im
“LASR
|Z FourDroneSystem.aadl & 7] FourDror _FourDror Yy n_impl.aadl_diagram £
B Qd:> v H = system implementation FourDronesSystem.impl - q
« & FourDror ts FourDronesSystem.impl*
5 Plug-in G ’t b drl: system Drone::Drone.impl; dr1* iX oX dra*
E’“Rufg"n O[TFI;' Drone.impl; H
=, Referenced Prc dr3: Drone.impl; r— r—
> [=diagrams con:;:;i:x:tem Drone::Drone.impl; oY ~ dr2* oYl % dr3* oX ix
v E)pa(I:kage C1: port drl.oX —> dr2.iX; H H H
> [Zinstances C2: port dr2.0X —> dr3.iX;
> = Drone.aadl C3: port dr3.oX —> dr4.iX; I I I
> 2 DroneContrc C4: port drd.oX —> drl.iX; oX| X oX iX oY iy
> 2 Envi t C5: port drl.oY —> dr2.iY; 1l ] 1l
=l Environmen C6: port dr2.oY -> dr3.iY; Ll Ll Ll
> |2 FourDroneS) C7: port dr3.oY —> dr4.iY; i oY
v [=propertysets C8: port dr4.oY —> drl.iY; "
. properties T
’ = Dron?Spec. Hybrid_SynchAADL::Synchronous => true; \——/
>[5 HybridSynct Period => 100ms;
> [Zrequirement Hybrid_SynchAADL: :Max_Clock_Deviation => 1@ms;
Timing => Delayed applies to C1, C2, €3, C4, C5, C6
@ HybridSynchAADL Result &% ]
PSPC File Property Id Result Method CPUTime RunningTime Location
Writable Insert 10:38:181
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The HybridSynchAADL Tool: Example

[ java File Edit Navigate Search Project Run OSATE Analyses HybridSynchAADL  Window Help

eoe runti te2 - FourDr quir Constraint Checking 265 TS IRieEluz

i . EiE Rl e R Wi 1 Code Generation 4 Q iy
a2 ™ =0 Formal Analysis Symbolic Reachability 87 B
FourDroneSystem.aadl % ELCINEIESSEE  Randomized Simulation 368
s
B8 Y 8 © system implementation FourDronesSystem.impl S reachability Portfolio Analysis 389
v Z2FourDronesSy ts ?initial ==

drl: system Drone::Drone.impl;
dr2: system Dron i

v

=), Plug-in Contrib ©invariant [safety]

=)\ Referenced Prc dr3: system Dron ?initial ==> not(?collision) in time 500;
> (=diagrams dré4: system Drone::Drone.impl;
connections = proposition [initial]
v BPa(I:kage Cl: port drl.oX —> dr2.iX; o ass(drl.env.x - 1.1) < 0.01 and abs(drl.env.y - 1.5) <
7 [&instances C2: port dr2.0X -> dr3.iX; abs(dr2.env.x + 1.5) < 0.01 and abs(dr2.env.y + 1.1) <
Drone.aad| C3: port dr3.oX -> dr4.iX; abs(dr3.env.x - 1.5) < 0.01 and abs(dr3.env.y - 1.1) <
= DroneContrc C4: port drd.oX —> drl.iX; abs(drd.env.x + 1.1) < 0.01 and abs(drd.env.y + 1.5) <
Environment C5: port drl.oY —> dr2.::LY:
C6: port dr2.oY —> dr3.iY; = proposition [gather]
FourDronesS) C7: port dr3.oY —> dr4.iY; © abs(drl.env.x - dr2.env.x) < 1.0 and abs(drl.env.y - d
v [=propertysets C8: port drd.oY —> drl.iY; abs(drl.env.x - dr3.env.x) < 1.0 and abs(drl.env.y - d
> |2 DroneSpec.: properties abs(drl.env.x - dr4.env.x) < 1.0 and abs(drl.env.y - d
) Hybrid_SynchAADL: :Synchronous => true; abs(dr2.env.x - dr3.env.x) < 1.0 and abs(dr2.env.y - d
> HybridSynct Period => 100ms; abs(dr2.env.x - drd.env.x) < 1.0 and abs(dr2.env.y - d
v [Zrequirement Hybrid_SynchAADL::Max_Clock_Deviation => 10@ms; abs(dr3.env.x - drd.env.x) < 1.0 and abs(dr3.env.y - d
= FourDroness$ Timing => Delayed applies to (1, C2, (3, C4, C5, C6
FourDraness @ HybridSynchAADL Result 2 = [=]
PSPC File Property Id Result Method CPUTime RunningTime Location
Writable Insert 9:9:201
(- -
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The HybridSynchAADL Tool: Example

[ java File Edit Navigate Search Project Run OSATE Analyses HybridSynchAADL  Window Help
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s
B8 Y 8 © system implementation FourDronesSystem.impl S reachability Portfolio Analysis 389
v Z2FourDronesSy ts ?initial ==

drl: system Drone::Drone.impl;
dr2: system Dron i

v

=), Plug-in Contrib ©invariant [safety]

=)\ Referenced Prc dr3: system Dron ?initial ==> not(?collision) in time 500;
> (=diagrams dré4: system Drone::Drone.impl;
connections = proposition [initial]
v BPa(I:kage Cl: port drl.oX —> dr2.iX; o ass(drl.env.x - 1.1) < 0.01 and abs(drl.env.y - 1.5) <
7 [&instances C2: port dr2.0X -> dr3.iX; abs(dr2.env.x + 1.5) < 0.01 and abs(dr2.env.y + 1.1) <
Drone.aad| C3: port dr3.oX -> dr4.iX; abs(dr3.env.x - 1.5) < 0.01 and abs(dr3.env.y - 1.1) <
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Environment C5: port drl.oY —> dr2.::LY:
C6: port dr2.oY —> dr3.iY; = proposition [gather]
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The HybridSynchAADL Tool: Example

@ java File Edit Navigate Search Project Ru OSATE  Analyses

HybridSynchAADL ~ Window  Help

(] [ ) runti te2 - FourDr y Dr y aadl - OSATE2
O s emDx §EEE N S ¥Wia0 ' Qe - % G- o Q im
oA ™ =
|= FourDroneSystem.aadl & =| FourDronesSystem_impl_Instance.pspc &2
= Qd:> v H © system implementation FourDronesSystem.impl © reachability [rendezvous]
~ & FourDronesSy ts . ?initial ==> ?gather in time 500;
> = Plug-in Contrib drl: system Drone: :Drone.}mpl;
o Drone. impl; ©invariant [safety] :
=i Referenced Prc dr3: Drone.impl; ?initial ==> not(?collision) in time 500;
> [=diagrams dr4: 'system Drone::Drone.impl;
+ (=package connections ) = proposition [initial]
N PB tg Cl: port drl.oX —> dr2.iX; © abs(drl.env.x - 1.1) < 0.01 and abs(drl.env.y - 1.5) <
— Instances C2: port dr2.0X —> dr3.iX; abs(dr2.env.x + 1.5) < .01 and abs(dr2.env.y + 1.1) <
> =/ Drone.aad| C3: port dr3.oX —> dré.iX; abs(dr3.env.x - 1.5) < 0.01 and abs(dr3.env.y - 1.1) <
> [E DroneContrc C4: port drd.oX —> drl.iX; abs(drd.env.x + 1.1) < 0.01 and abs(dré4.env.y + 1.5) <
> 2 Environment C5: port drl.oY —> dr2.iY;
- C6: port dr2.oY —> dr3.%Y; = proposition [gather]
> |/ FourDroneS: C7: port dr3.oY —> dr4.iY; © abs(drl.env.x - dr2.env.x) < 1.0 and abs(drl.env.y - d
v (= propertysets C8: port dr4.oY —> drl.iY; abs(drl.env.x - dr3.env.x) < 1.0 and abs(drl.env.y - d
5 DroneSpec. propert;es abs(drl.env.x - dr4.env.x) < 1.0 and abs(drl.env.y - d
5 2 HybridSynct Hybrid_SynchAADL: :Synchronous => true; abs(dr2.env.x - dr3.env.x) < 1.0 and abs(dr2.env.y - d
=] y ridsynci Period => 100ms; abs(dr2.env.x - dr4.env.x) < 1.0 and abs(dr2.env.y - d
v [=requirement Hybrid_SynchAADL: :Max_Clock_Deviation => 1@ms; abs(dr3.env.x - drd.env.x) < 1.0 and abs(dr3.env.y - d
- FourDrones¢ Timing => Delayed applies to C1, C2, C3, C4, C5, C6
2 <
FourDronest g |y ridSynchAADL Result 52 =0
> [=verification
PSPC File Property Id Result Method CPUTime  RunningTime Location
FourDronesSystem_impl_Instance.pspc rendezvous Reachable symbolic  1872ms  1792ms FourDronesExample/verificatic
FourDronesSystem_impl_Instance.pspc  safety Counterexample found  random 1502ms  1673ms FourDronesExample/verificatic
L 4
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The HybridSynchAADL Tool: Example

@ java File Edit Navigate Search Project Ru OSATE  Analyses HybridSynchAADL ~ Window  Help

(] [ ) runti te2 - FourDr y [pack /! Dr y aadl - OSATE2
i SHEIEDIEEIRND? S %-ia0 | QiS5 ACReld mof Q i\
a » =
AR 1 .
|Z/ FourDroneSystem.aad| % =| FourDronesSystem_impl_Instance.pspc &2
= Qd:> v H © system implementation FourDronesSystem.impl © reachability [rendezvous]
+ & FourDronesSy ts . ?initial ==> ?gather in time 500;
drl: system Drone::Drone.impl;

=) Plug-in Contrib

Drone.impl; ©invariant [safety]

=i Referenced Prc dr3: Drone.impl; ?initial ==> not(?collision) in time 500;
> [=diagrams dr4: system Drone::Drone.impl;
o connections = proposition [initial] :
?gf:katge Cl: port drl.oX —> dr2.iX; © abs(drl.env.x - 1.1) < 0.01 and abs(drl.env.y - 1.5) <
Instances C2: port dr2.oX -> dr3.iX; abs(dr2.env.x + 1.5) < 0.01 and abs(dr2.env.y + 1.1) <
> Drone.aad| C3: port dr3.oX —> dr4.iX; abs(dr3.env.x - 1.5) < 0.01 and abs(dr3.env.y - 1.1) <
> [2 DroneContrc C4: port drd.oX —> drl.iX; abs(drd.env.x + 1.1) < 0.01 and abs(drd.env.y + 1.5) <
> [2 Environment C5: port drl.oY —> dr2.iY;
C6: port dr2.oY —> dr3.iY; = proposition [gather]
> FourDroneS: C7: port dr3.oY —> dr4.iY; © abs(drl.env.x - dr2.env.x) < 1.0 and abs(drl.env.y - d
v [=propertysets C8: port dr4.oY —> drl.iY; abs(drl.env.x - dr3.env.x) < 1.0 and abs(drl.env.y - d
> DroneSpec.: properties abs(drl.env.x - drd.env.x) < 1.0 and abs(drl.env.y - d
> 2 HybridSynct Hybrid_SynchAADL: :Synchronous => true; abs(dr2.env.x - dr3.env.x) < 1.0 and abs(dr2.env.y - d
yoridsync Period => 100ms; abs(dr2.env.x - drd.env.x) < 1.0 and abs(dr2.env.y - d
v [Zrequirement Hybrid_SynchAADL: :Max_Clock_Deviation => 1@ms; abs(dr3.env.x - drd.env.x) < 1.0 and abs(dr3.env.y - d
- FourDroness$ Timing => Delayed applies to C1, C2, €3, C4, C5, C6
= FourDroness | g b idSynchAADL Result 32 =
> [=verification
PSPC File Property Id Result Method CPUTime  RunningTime Location
FourDronesSystem_impl_Instance.pspc  rendezvous  Reachable symbolic  1872ms  1792ms FourDronesExample/verificatic
FourDronesSystem_impl_Instance.pspc  safety Counterexample found  random 1502ms  1673ms FourDronesExample/verificatic
|- 4
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The HybridSynchAADL Tool: Example

java File Edit Navigate Search Project Run OSATE Analyses Hy SynchAADL ~ Window  Help

[ ] [ ) runti te2 - FourDr [verification/result/FourDr _impl_| d fety.txt - OSATE2
mi S EEDEIEEREND? S W80 ! Qi G Gy r» Q i®
fax ™ =& - .
FourDronesSystem_impl_Instance-random-safety.txt &% =/ FourDronesSystem_impl_Instance.pspc &3
s
BE®Y g Time: 0 . © reachability [rendezvous]
v b’*FcurDronesSystel Fo:rl;ron?sSystemmpLInstance ->[ ?initial ==> ?gather in time 500;
. N rl -
> B Plug-in Contrib (ctrl . ctrlProc . cThread) ->[ invariant [safety] :
EiReferenced Prc variables: none ?7initial ==> not(?collision) in time 500;
> [=diagrams currState: initl]
= package env —>[ = proposition [initiall :
v N packag variables: ©  abs(drl.env.x - 1.1) < 0.01 and abs(drl.env.y - 1.5) <
&instances (velx |=> -5.1264425029806889e+3), abs(dr2.env.x + 1.5) < 0.01 and abs(dr2.env.y + 1.1) <
> Drone.aadl (vely |=> 5.6822869870071963e+3), abs(dr3.env.x - 1.5) < 0.01 and abs(dr3.env.y - 1.1) <
> |2 DroneContrc (x |=> 1.1056822869870071), abs(dr4.env.x + 1.1) < 0.01 and abs(dr4.env.y + 1.5) <
> [B Environment y |=> 1.5017727799834153
currMode: @edefault@loceel] = proposition [gather]
> |5/ FourDroneSy dr3 —>[ © abs(drl.env.x - dr2.env.x) < 1.0 and abs(drl.env.y - d
v (= propertysets (ctrl . ctriProc . cThread) —>[ abs(drl.env.x - dr3.env.x) < 1.0 and abs(drl.env.y - d
> |2 DroneSpec.: variables: none abs(drl.env.x — drd.env.x) < 1.0 and abs(drl.env.y - d
S HybridSynot currState: initl] abs(dr2.env.x - dr3.env.x) < 1.0 and abs(dr2.env.y - d
Y riasync env —3[ abs(dr2.env.x - drd.env.x) < 1.0 and abs(dr2.env.y - d
v [Zrequirement variables: abs(dr3.env.x - dr4.env.x) < 1.0 and abs(dr3.env.y - d
= FourDrones¢ (velx |=> -5.1264425029806889e+3),
<
_ SFourDronest g 1 rigsynchAADL Result 53 =B
v [Zverification
> E>instance PSPC File Property Id Result Method CPUTime  RunningTime Location
s (> randomized FourDronesSystem_impl_Instance.pspc rendezvous Reachable symbolic 1872ms  1792ms FourDronesExample/verificatic
R frj ‘cjmlze flll FourDronesSystem nstance.pspc _safety Counterexample found  random 1502ms _ 1673ms FourDronesExample/,
L 4
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Goal
Enable automated formal analysis for domain-specific modeling of virtually
synchronous CPSs
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Goal
Enable automated formal analysis for domain-specific modeling of virtually
synchronous CPSs

[ )
e models synchronous designs in AADL
e easy-to-use for CPS developers
°
e design and automatic formal analysis inside OSATE
e symbolic reachability analysis using Maude and SMT
°

e reduces the design and verification complexity
e synchronizer for virtually synchronous CPSs with continuous dynamics
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Thank you!
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