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Open-source UAV projects history
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Main functions of an autopilot 
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• Most drone manufacturers use off-the-shelf open source autopilots

• An open source autopilot is an autopilot generation framework

• Several customization means

• Companion board and network ad-hoc standard (MAVLink)

• E2E Delays 10’s to 100’s ms

• Local process or thread sharing cores with the AP using a middleware

• E2E Delays several to 10’s ms

• Local function inserted within the AP control thread

• E2E Delays < 1 ms

How to help designers to design it safely without too much time and effort?

Main problem tackled in C4D-wp3

Helping drone manufacturers to design safe drones
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• <10% of which is used for a single autopilot instance

Open source autopilot generation frameworks

A very complex code

Paparazzi PX4

# C files

# loc

2’015

513’517

526

182’009

# C++ files

# loc

137

40’261

1025

287’175

# Makefiles

# loc

366

56’815

534

26’663

# config files

# loc

1260 (XML)

160’656

260 (Kconfig)

1’819
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gcc ANTLR+Java

ADL+C4D point of view for Capella

paparazzi

Objective

Retro-engineer AP to allow its customization and analysis

Analysis &

Design tools

Abstract Syntax Tree

LOW GIMPLE
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'One must eat to live, and not live to eat.’, 

L’Avare (The Miser), Molière

Main objectives of our model:

performance analysis (schedulability, 

E2E delays)

help the designer to understand where 

and when data is used and changed

allow bridges to and from tools

One must model to live and not live to model
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Dual core Cortex A9 + GPU + 8GO flash memory

• OS Linux SMP PREEMPT
Sensors

• IMU
• Magnetos 3-axes (AKM 8963) I2C-1

• Gyros et Acceleros 3-axes (MPU6050) I2C-2

• Ground speed and position
• Vertical camera optical flow sensor (16 ms compare images) I2C-0

• Position
• GNSS Ublox Neo M8N (GPS and Galileo and (GLONASS or BeiDou)) UART

• Frame frequency configurable between 1 and 30Hz 

• Altitude
• Baro MS5607 I2C-1

• Low altitude
• Sonar SPI to trigger readings Analog values

Example of drone sensors&actuators

Bebop 2
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WiFi Module

GPIO

• Misc alimentations
• On/Off button

PWM

• Heating résistances for the IMU
• Clocks for gyro&acceleros
• Clocks for cameras

Motors

• BrushLess Driver Controller (BLDC) I2C-1

Actuators, clocks, payload

Bebop 2
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Heart of an autopilot

Sensor bus matters
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Conversion delay ½ to 40 µs

Analog sensors

The system « Pulls » the value from the sensor

CPU/MCU
Analog Input

AD/C
Digital repr.

(bits)

Pitot tube

AnalogRead(AI1)
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• No control of when a 

frame arrives

• Sensor and CPU have different clocks

• Minimum delay can be assumed

• E.g. 5% admissible clock drift

Sporadic sensors (UART/USB/CAN/..)

Sensor « pushes » values to the system

Main processor

Bus 

controller

clock

Memory

Config registers

Byte read

Byte to write

flags

Interrupt flag
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• More and more present in UAV

• ~50% of sensors on a Bebop 2

• Can be surprisingly slow

• « Fast » 400kHz I2C

• 300 to 500 µs depending on the frame size

• But at 1kHz the whole loop should execute every ms

Master/Minion sensors (I2C/SPI/…)

Request - response

Main processor

Bus 

controller

I2C sensorI2C sensor

1 - Request

2 - Response
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Internal architecture of Paparazzi
A fine tuned monolithic central thread, executing functions as a cyclic 
executive

Ad-hoc middleware
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The importance of the middleware

Example: PX4 uORB topics in this ad-hoc middleware

Can I change the attitude information 
bewteen its measurement and its use 
in the INDI controller?

What is the maximum age of this state 
information when my custom function 
runs?
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Multithreaded architecture

I/O thread and 1 or 2 central control thread

Read sensors

(analog, 

DIO,…)

Read 

sensors

FIFO

Pos & Att 

estimator

Autonomous

fligth
Pos Ctrler

Attitude 

Ctrler

Geometry

adapter & 

outputs

Exception 

handler & 

mode change

A

Handle

ASLR 

A

TC & TM
INTR

T ms

INTR

T’ ms

Custom

Middleware (uORB, ROS,…)
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• Model both a cyclic executive executed in a thread and threads and processes

• Ability to express, for an internal « function » (or is it a cyclic executive thread?), a 

« period », and dependencies

• « f is executed once every 10 periods, with an initial offset of 2 periods »

• « f is sporadic with a minimal inter-activation of 5 periods »

• « f precedes g, but both f and g have different periods »

• Represent hiérarchies of functions

• Have a « light » and abstract representation of data accesses through middlewares

• Connect functions to an ontology

What did we miss in AADL?

Self-preparing to face AADL experts critics
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Our partial attempt as a Capella viewpoint
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What we did with our model?

Illustrated the use of GCD+, a tool to pick offsets in an offset free system

Changed initial offsets of custom periodic 

functions to avoid overloads of the main 
control loop

deadline
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• Several systems, including UAV o-t-c autopilots use a mix

• Processes and Threads

• One or several threads run a cyclic executive
• Including periodic, sporadic, precedence constrained tasks with offsets

• In the context of retro-engineering it is interesting to present the user 

• Hierarchical functions calls

• That can be more or less detailed depending on the needs

• The vast use of middlewares requires a simple representation of the 

accesses, with an easy way to distinguish the scope (intra-thread, multi-

threadn multi-process, distributed)

Discussion
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