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Introduction

¢ Digital twin = simulated and emulated environment that
closely mimics the behavior of real-world Internet of Things
(IoT) deployments

® Digital twins allow to build scenarios to analyze and test
products before their physical implementation

® JoT digital twins help to identify potential defects in sys-
tems through an end-to-end implementation and specific
analysis in each part of the system
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Introduction

® AQDT-GEN = AADL! and QEMU?-based Digital Twin
GENerator
® Designed specifically to test IoT systems

® AQDT-GEN builds the Digital Twin of an IoT system us-
ing the configurations, parameters and specifications of
its AADL model

1htt‘p: //www.openaadl.org/
2https:/ /www.qemu.org/
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AQDT-GEN
@ Create the AADL model of the IoT system to be tested,
specifying components, connections and properties

® Generate the required deployment files, parameters, and
launching scripts, for both emulation and simulation,
using the AADL model and the generation rules

® Deploy the digital twin, by launching the emulation and
simulation process
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AQDT-GEN

@ Deployment files generator: takes the AADL model of
the embedded system, and generates the deployment files
and codes

® Simulator/Emulator: receives the generated files and codes,
and triggers the emulation/simulation process
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AQDT-GEN

® The launch parameters of the QEMU emulator (OS, im-
age path and name, kernel image, CPU type, and RAM

size) are configured in the annex properties of the AADL
model
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AQDT-GEN AQDT-GEN has four elements:

* AQDTGENGULIpy: GUI to guide the generation of the
required files for the simulation

® initsimulation: script that starts the simulation inside
the QEMU emulator

¢ QemuCommand: script generated by the
sim-generator.py that modifies the Raspbian OS image
and launches QEMU with the modified image

® rpi_stable.img: image of Raspbian OS used for
simulation
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SOIAE ] ® rules.json: configuration rules of the QEMU commands

and AADL language

® sim-generator.py: Python program that takes the AADL
model and rules. json, and generates QemuCommand
and simulation.conf

¢ simulation.conf: configuration file that describes the
sensors modeled in AADL

® simulation.c: program launched from initsimulation
on the QEMU emulator, that uses the data from
simulation.conf to simulate the sensors
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AQDT-GEN detailed execution

@ Design system sketch

® Use OSATE? to define AADL model

® Add system specs in AADL model annex properties
O Use custom validator to analyze the AADL model annex
©® Generate emulation launching scripts

0 Generate simulation launching scripts

@ Generate testing scripts

® Generate modified OS image, ready for launching
© Generate description file containing system details
@ Integrate generated resources

® Execute emulation and simulation

® Visualize the simulated data and testing output
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Steps for DT generation

Digital Twin Generation from AADL Model with AQDT-GEN

. System sketch design (1)

AADL implementation of the system sketch in OSATE2 (2) ]

[

Add specifications of the system using the annex compeonent
for extra details of the system (3)

Syntactical analysis and validation of the AADL models using
custom validator (4)

[ Generate emulation launching scripts (5) ]

| Generate simulation launching scripts (6)

Generate modified OS image ready for launching (8) ]

[Generale description file containing details of the system (9) ]

[ Integration of generated resources (10) ]

1

[ Execution of emulation and simulation (11) ]

é Visualization of the simulated data and
output of the testing scripts (12)

AQDT-GEN

<<Ouput=»
atory

emulation launching scripts
<<Oulputz>

atory >

simulation launching scripts

testing scripts

modified OS image ready for launching

«Duluul»‘

descripiion fle containing detals of the system

10 /20



AQDT-GEN
Villegas,

Astudillo and
Giraldo

Introduction
AQDT-GEN
Case Study

Questions?

Villegas, Astudillo and Giraldo

AQDT-GEN

Digital Twin Generation Tool

AQDT-GEN Tool

System AADL Moce! - I

Trigger Digital Twin Creation:

Figure 1: AQDT-GEN GUI
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Figure 2: DT deployment
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Case study - Weather station

Data output format:
c000s000g000t086r000p000h53b10020

c000: air direction in degrees

s000: air speed in miles per hour
g000: air speed in miles per hour
t086: temperature in Fahrenheit
r000: rainfall of 1 hour in inches
p000: rainfall of 24 hours in inches
h53: about humidity value
b10020: atmosphere in hPa
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Case Study

First weather station

device weatherStationl - MODULE 1
features
data_pk_outl:out data port;
properties
Period=>2000ms;
annex extras {** MAC = "FF0211"; mean = "20"; deviation = "20" **};

end weatherstationl;

Figure 3: AADL description of the first weather station
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Last weather station

device weatherStationls - MODULE 15

features
data_pk outl:out data port;

properties
Period=>10066ms;

annex extras {** MAC = "FFB2F1"; mean = "2"; deviation = "20" #**};

end weatherStationls;

Figure 4: AADL description of the last weather station
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Figure 5: AADL description of the serial receiver
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Serial receiver

device SerialRadiol
features

data pk sensorl:i
data pk sensor2
data pk sensor3:i
data pk sensor4:
data pk sensor5:
data_pk sensor6:
data pk sensor7:
data pk sensor8:
data_pk_sensor9:

data_pk sensorl
data pk sensorl2:

data
data
data
data
data
data
data
data
data
data
data
data
data
data
data

bus seriall:requires bus

end SerialRadiol;

port;

bus SerialConnectionl extends Buses::UART::UART

end SerialConnectionl

AQDT-GEN
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jroot@raspberrypi: " ls sdeustiylx
dev ttylo rdev-ttyvl

Figure 6: Serial interface of the simulated serial receiver
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rootBraspherrypi: # cat sdeusttyld
FFoZD1c67s59g68t62r63p16h94b3
FFo2C1c7s82925t 35r13p98h 76081
FF0261c88529 43t 47r71p65h99b1
FFOZELCZ8s79g72t89r 16pZ9h74b74
FF0291c79550455t76r79p75ha7b48
Case Study FFo2A1c16583g5t57rB6p49h1b9
FFOZB1c14s3gb2t 79r39p70h61b65
FFoz81c1553456131r36p64h22b16
F0231c9159g64t80r11p3Zh 1669
FF0Z41c48525y5t57r52p20h91h9
FFoz71c185931532r49p78h12b88
FFOZF1c25589y96t16r51p12hi8b14
FFoZ51c44564g03t34r 18p53h79b34
FFOZC1c95513g41 t2ra3p6oh3bad
FFOZD1c12550y17L12rZ7pZ2h69bB0
FFoz61c10s6351 t48r91p15h50b60
FFOZE1c53582473L97r47pS6h83b17
FF0291c355199t30r66pS0hd4b59
FFOZB1c68s99g0tZrps3ha7h79
FFozA1c87586g53t49r1p57h19b44
FFoz81c24551g5t 4r81p9Izhs7hI0
FFoz11c93s18g82t13r 17p34h16b23
FF0231c3955954t41r41p94h79b94
FFozz1c51 545977 L76r48p34h32b29
FFoZ41c26s89g72t0r 12p17h18b46
FFo271c80598g59t19r3pa5hizbae
FFOZF1c59544g39 L7 76420525

Figure 7: Output of weather stations connected to serial receiver
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